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1_.|. Understand Epic's standards-first approach to data exchange

_2._| Walk the road(map) from app concept to Go-Live

3. | Strategies for successful connectivity and collaboration with customers
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Agenda

Data Sharing Philosophy and Design

Overview of supported standards, our websites, and architecting your data exchange

02 Register a Client Record
Obtain client IDs for implementation of OAuth 2.0

03 Develop and Test

Simulate app launches and connectivity by connecting to our FHIR developer sandbox

04 Customer Implementation and Going Live

Strategize your install project and Go Live with Epic customers

05 Request Showroom Listing

Market your live product in Connection Hub
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Sharing Data with Patients & Providers
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sack  MyChart | V&
~ Care
Won every year

(N share My Record
\ ve ryWhere of eligibility X
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26 [ [ .
» IT“IOII patient records exchanged daily
million documents in those daily exchanges |
) _"\_

Share Your Health Record
to the health

Grant one-time, limited access
Chart, which

information you can see in My!
may include:

ﬂo Medications ‘ﬂa Allergies

% Health Issues "a |mmunizations

>509
Y% of exchanges are with non-Epic systems L

HL7|IHE

Q
International || \nTernATIoNAL i‘\‘ T E FCA
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Data Sharing Design

The person accessing your record will also be
able to write @ clinical note to your care team.

Integrating
the Healthcare

Enterprise




& (P y

] —

B N & =

B
B St

 The ir System,

Thelr‘Data

i

Our Ph|I056 _,.)J_T /

1 ."‘?*l

Jj% '..}/
et
[ o3

Scalability,

| 'rE}"’ Sustainability =

Data Sharing Design ‘



£ opo LRt

Paths to Connect

- ’
'kl J.‘.‘

Available on open eplc com

e
/

180+

Standards-b
Interraces

Q)
n

:
@®L

21% 1 since Open(@ Epic 2025

INNual m[.]a SerVICE
322 Billion = !

oubli ‘irh*

56% 1 since Open(@ Epic 2025 J




Data Exchange De5|gn‘. “j*afwbw

_ SESNSY S ¥ U IS e S

& https://open.epic.com/DesignOverview

Epic  EpicShare f)ﬁ:lcm Cosm@s MyChart JOPENR Us&iWeb WM siiowroom

AN

OPEN

Design Overview

Epic supports a wide variety of data exchange technologies. This guide provides an overview of design considerations and the different ways to plan your connection to

organizations using Epic.

What Should | Consider When Designing My Data Exchange?

Due to the vast breadth of standards and types of APIs and interfaces a developer may wish to use, there are many factors to consider whe determining the best way for you to
exchange data with Epic. The sections below cover the most common considerations when designing a connection, while the Case Studies section toward the end of this document

provides examples for applying these considerations to some sample scenarios.

4 ) 4 aYa N\ w

= "y e © o

TYPES OF DATA DIRECTION OF DATA WORKFLOWS USING DATA EXCHANGE SECURITY
EXCHANGED DATA EXCHANGE METHOD MECHANISMS

kﬂl‘ WMIJ

Before you begin designing your connection, you must first understand what data you plan to exchange with Epic. Start by defining the discrete types of data your app will work
with, and define a scope for the level of detail required within that data set. For example, you may need to exchange medication information. You should then more specifically

define data elements you need within that data type, such as dosage information, RxNorm codes, etc. D a ta S h a ri n g D e S i g n




APIs in the Toolbox

Bulk FHIR

Efficient access to
large volumes of information
about a group of individuals

Lightweight REST-based
access layer for standard
HL7-defined data models

RESTful FHIR ///‘® //// D/ Epic APIs

CDS Hooks

In-workflow, real-time, provider-facing

//) //) decision support between EHRs and

external Decision Support Services

Extend functionality beyond
.n. .~ standards-based exchange

HL7 Interfaces

One of the most widely
implemented standards for
health-related data

L7 l l Exports
nternational

Formatted to be human-readable or
computable (machine-readable)

Data Sharing Design




HL7

International

Appointment Scheduling Patient Administration
Blood Transfusions Referral Management
Financial Transactions Surgical

Flowsheet and Device Data Scheduling/Tracking

Transcriptions/

Inventory/Supply Management
Documents

Medication Administrations

Vaccine Administrations
Orders and Results

K NCPDP

External Paid Rx Claims
Medication Dispense History
Medication History

Refill Requests from Pharmacy
Rx Prior Authorization

Rx to Retail Pharmacy

Rx Benefits Claims Adjudication

+660 Billion annual interface transactions

Common Interface Use Cases

ASCXI2

Authorization

Benefit Enrollment

Claim Remittance Advice
Claim Status

Claims

Eligibility Verification
Referral Request

l '?.." ’ 'i"

ﬂ ~ _
= Data Sharing Design *



RESTful FHIR

7 identifier z 0..¥  Identifier Business Identifier for

Y Y obsarvation
\- o8 basedOn z 0..*¥ Reference{CarePlan Fulfills plan, propesal or arder
nteroperabili :
ImmunizationRecommendation |

MedicationRequest | MutritionOrder
| ServiceReguest]
e o partOf I 0..* Reference{MedicationAdministration Part of referenced event

| MedicationDispense
H MedicationStatement | Procedurs
i Immunization

ImagingStudy)

Resource Content

Structure uML XML ISON Turtle R3 Diff all

Structure

Name Flags Card. Type Description & Constraints
4
Observation I IEl DemainResource Mzasurements and simpls

' assertions
+ Rule: daradbsentRezsson
SHALL only be present if
Observation.value/x] is not
oresent
+ Rule: If Observation.code is
the same 35 an
Observation.component. code
then the value element
sssociated with the code
SHALL NOT be present
Elements defined in
Ancestors: id, meta,
implicitRules, language, text,
contained, extension,
madifierExtension

status NI 1.1 code registered | preliminary | final
I | amended +
H ObservationSeatus [Required)
i) categery 0..¥ CodeableConcept Classification of type of
i oheervation
H Observation Category Codes
H (Preferred)
i | code z 1.1 CodesbleConcept Type of observation (code [
‘ l type)
| essa H LOINC Codes (Example)
| b
1 subject I 0..1 Reference{Patient | Group | Device  Who and/or what the
l} Location} obs=rvation is about
b |- o focus £[MU] 8..* Reference{Any) What the observation is about,
o« = i

when it is not about the
subject of record

i O encounter z 0..1 Reference{Encounter) Healthcare event during which

this observation is made
Clinically relevant time/time-
period for cheervation




Bulk FHIR
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CDS HOOKS

EXtEN2IDECISIONISUPPO] 4

OurPractice Advisory - Willow, Eric E

@ Radiation Exposure
This patient has exceeded their lifetime dese of radiation exposure.

Source: Click here for ACR Radiation Guidelines

¢ Perform the following actions
Remove the following orders
Remove: {7 CT Head w IV Contrast

1 Expected: 10/27/2025, Expires: 10/27/2026, Routine, Ancillary Performed
Remove CT Head w IV Contrast

Apply the following
| Order: &' Create Order (MRl Head w and wo IV Cunlrast}‘

O » Acknowledge and continue

Other options »

e

' Accept (2) ¥ Dismiss |

=1 Data Sharing Design



50+ Playbooks
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https://open-dev.epic.com/Playbooks
https://open-dev.epic.com/Playbooks
https://open-dev.epic.com/Playbooks

Explore the API Catalog

k& https://vendorservices.epic.com/OpenEpicApis

Home Explore Apps ~ Manage Apps ~

open.epic APIs @

Find Resources v JumpTo ~

Y] USCDI FHIR APIs

Qlixk)( A ﬂEpicCareGuy'

Allergylntolerance.Read
Allergylntolerance.Search

Bulk Data Group

- Bulk Data Delete Request ~

+ Bulk Data File Request »

- Bulk Data Kick-off A

- Bulk Data Status Request A
CarePlan.Read (Encounter-Level)
CarePlan.Read (Longitudinal)
CarePlan.Search (Encounter-Level)
CarePlanSearch (Longitudinal)
CareTeam.Read (Longitudinal)
CareTeam.Search (Longitudinal)
Clinical Notes Document Group
- Binary.Read (Clinical Notes)

= Binary.Search (Clinical Notes)

> DocumentReference.Read (Clinical Notes)

- DocumentReference Search (Clinical Notes)

Condition.Read (Care Plan Problem)
Condition.Read (Encounter Diagnosis)
Condition.Read (Health Concern)
Condition.Read (Problems)
Condition.Search (Care Plan Problem)
Condition.Search (Encounter Diagnosis)
Condition.Search (Health Concern)
Condition.Search (Problems)
Coverage.Read

Coveranes <earch

Generated CCDA Document Group
= Binary.Read (Generated CCDA)
- Binary.Search (Generated CCDA)

> DocumentReference Read (Generated CCDA)
< DocumentReference Search (Generated CCDA)

Goal.Read (Care Plan)

Goal Read (Patient)

Goal Search (Care Plan)

Goal Search (Patient)
Immunization.Read
Immunization.Search

Labs Document Group

- Binary.Read (Labs)

- Binary.Search (Labs)

-+ DocumentReference.Read (Labs)
> DocumentReference.Search (Labs)
Location.Read

Location.Search

Media Study Group

- Binary.Read (Study) (R4)

- Binary.Search (Study)

> Media.Read (Study)

-+ Media.Search (Study)
Medication.Read

Medication.Search
MedicationDispense.Read (Fill Status)
MedicationDispense.Search (Fill Status)

A~ A e Yo me Do ]

Observation.Read (SDOH Assessments)
Observation.Read (SmartData Elements)
Observation.Read (Social History)
Observation.Read (Study Finding)
Observation.Read (Vitals)
QObservation.Search (Assessments)
Observation.Search (Labs)
Observation.Search (SDOH Assessments)
Observation.Search (SmartData Elements)
Observation.Search (Social History)
Observation.Search (Study Finding)
Observation.Search (Vitals)
Organization.Read

Organization.Search

Patient.Read (Demographics)
Patient.Search (Demographics)
Practitioner.Read

Practitioner.Search
PractitionerRole.Read
PractitionerRole.Search

Procedure.Read (Orders)
Procedure.Read (SDOH Intervention)
Procedure.Read (Surgeries)
Procedure.Search (Orders)
Procedure.Search (SDOH Intervention)
Procedure Search (Surgeries)
Provenance.Read

RelatedPerson.Read (Friends and Family)

Data Sharing Design




Technology Guidance Form

Submit if you are having trouble
finding the right technology to
match your data exchange goal.

EpicC Technology Guidance

Legal Name of party seeking access Principal business address
({Include inc., LLC, Corp., etc.; if you are nof representing an oreanization or are an If vou are not representing an organization, list your primary mailing address. Spell
independent contractor, list your full legal name.) out the state. i

Website (optional)

Corporate contact title (optional)

Corporate contact name

Corporate contact phone Corporate contact email

This form will let you select specific technologies that you need access to. If you aren't sure where to start or want to research available
technologies, check out the Data Sharing Playbooks and Specifications on open.epic.

Select technologies
Select the technologies you want fo use to exchange data with an Epic customer. We will direct you fo the right 1

documentation based on your selection.

[ Active Guidelines [ cash Management [ Consent

[ AdverseEvent [J CDS Hooks [ content Linking
[ Allergyintolerance (J Clinical Context Manager Integration (] Credit Card and Bank Accg I
O Appointment, Schedule, Slot [ Clinical Document Architecture (CDA) [ Credit Card and Check Sca I
[ authentication and Single Sign-On (550) O Closing Referral Loop [ CriteriaReview, ReviewColl
(J Batch Eligibility Query (BEQ) (0 Ceding - Bidirectional [ Cross-Community Access | i
[ gidirectional Correspondence O Coding - Incoming Query and Response O Desktop Generic Authenti¢

O Device

| found what | need - show me the documentation

O CarePlan, Goal [ Condition

4 D

I need to request something not listed here
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Today @ 10:30

OEC08 Data Exchange Design
Principles and Guidance

Get an overview of the self-service
resources available through Open.Epic,
including playbooks, implementation
guidance, developer documentation, and

other tools designed to help you succeed.

Today @ 11:30

OECO02 FHIR Roadmap

A dual perspective on the FHIR standard,
highlighting both industry-wide
momentum and Epic's ongoing efforts.

Presenters cover recent and upcoming
development, as well as some standards
and regulatory updates.

OEC21 FHIRstarting
(without burning anything down)

Interested in developing a FHIR app? In this
session, learn about FHIR's general
capabilities, an overview of Epic's resource
support, good use cases for FHIR, and tips
& tricks for connecting.

-~ Tomorrow @ 9:30

OEC27 CDS Hooks at Point of Care

Join Epic and FDB presenters to discuss the
history of CDS Hooks, the value of the
standard for real time decision support, Epic's

support of the standard, and FDB's successful
experiences with implementation.






App Contexts

Backend System

Clinician/Staff
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OAuth 2.0 in a Nutshell

Health app, what

5 5 Canl get an access
meds do | need to &
‘ token to check?
take today?
/
/ 5 g Share your data with My Health
-~ . Manager?
/ My Health Manager will be able to access the
information you choose to share.
—

Which patient do you want My Health Manager to be
able to link to?

O 0O

Allison Mychart  Theodore Mychart

‘ Cancel

" e 000 2 |

= Register a Client Record |




4

LAy . <
Al e
W < " & ‘
Ny N

Learn More!
R 72 v

s 1 st
A
DGO

y -
kg 2 S -
N i
-l 9

R R T i . &.\

R T TS LT

TOday @ 11:30 e :d::} o e : 0:1:'1."{)
ST SRR ik

.

S - i - XU - ) ,“:‘v‘..'%
o

OEC11 OAuth2 in Healthcare | e 5 e
Join us for a technical deep dive on the ' 5 ¥

latest security standards for interoperability
with Epic.

Discover how the specification enables
patient- and user-mediated data exchange
and aligns with HIPAA considerations
around data sharing.
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Supported OAuth 2.0 Workflows

= EpiC  Sentrum Helsekiinikk
| i Start 1@ Chart Review s Encounter Gl SicerDicer
i Olsen, Nina Kirston

€| | P chartReview | B2 Synopsis

Search

“25 Rooming

*/ This Visit

External Application

Nina K. Olsen

Female, 63 y.0., 10.12.1962

5 Penicilling

8:15AM CARDIOLOGY CHECK UP
Wt 62kg

BP: 124/84

SINCE YOUR LAST VISIT

& Lab (6)

¥ imaging (1)

CARE GAPS

© Hemoglobin A1C

© Diabetic Foot Exam

PROBLEM LIST (5)

Register a Client Record

=K 1

W Q ¢ @ Secure [ LogOut

Sentrum Family Practice ~ Sunniva Halvorsen

Your Application
In Hyperspace

SMART®



Supported OAuth 2.0 Workflows

Register a Client Record

Olsen, Nina K
0.12.1962 MRN:

F 63 y.0. 10.12.
Full Code | 340
No active princij

pal problem

Your Application
in Epic’'s mobile apps

SMART®



Supported OAuth 2.0 Workflows

The health system configures a launch point to your app within MyChart

@ Add a custom menu @ Your Idea
option launch to establishes user and
“ : eniesoos | VD Your Idea patient identity

Epic Medical Center

W Yourldea

Your Menu .
Q, Search the menu Cancel . Your Idea IS Your Idea uses
launched using FHIR APIs to get

Find C et
..n are Smart-on-FHIR additional data
Symptom Checker

Talk to a Doctor

—— e ———,

Your Idea
embedded in MyChart

[3) View Care Team

© Find Care Now
Communication

Messages

Ask a Question

_—_—__J

Interconnect Chronicles

4

Request a Referral e T e S e

X
®
53 Letters
B

Clinic Calls 2 I

2L Register a Client Record




Your app asks for
access

The patient chooses to
connect your app to their
MyChart.

2 |

—

Supported OAuth 2.0 Workflows

Patients use their MyChart login to share their data with your app

Register a Client Record

Share your data with My Health
Manager?

My Health Manager will be able to access the
information you choose to share.

Which patient do you want My Health Manager to be
able to link to?

0 06

Allison Mychart  Theodore Mychart

Cancel

@00

9:41

MChCﬂ'f / %ﬂ Close

Grant Access

Share your data with Health App?

Health App will be able to access the information you

choose to share.

v

Health App, offered by Health App Company, is
affiliated with your healthcare provider and

must follow HIPAA privacy guidelines.

Health App Company has said that it:

Does not sell your data.

Will not share your data without your
specific permission.

Does not use your data for marketing

or advertising.

Does not use your data to gain insights

_— Y
all T @)

%

Your app gets the
data

You receive an access
token and call FHIR APIs.



Today @ 2:30

OEC18 Connecting with MyChart

During this session, presenters share the
history of MyChart, its tools for exchanging
data, and the latest ways Epic supports
patient-facing application development by
groups like yours. Learn how you can use
Epic's recommended practices to build apps
that work with MyChart to support a happy
and healthy patient population.

OEC24 Paperless, Please:
Streamlining Patient Authentication

Epic is bringing mobile drivers license and
passport-derived digital ID support to the
sign-up flow in MyChart to make identity
verification and proofing seamless.

OEC28 Works with Epic MyChart:

Native Bluetooth Device Support

Standards continue to evolve as patients seek
simple ways to share their health data with
their care teams. This session covers every
step of the interoperability process, discussing
how Bluetooth SIG's new data exchange
standards enable patients to share with their
care team through interoperability via medical
devices and Epic.



What's in an App?

Client ID Validation

* Incoming APIs

Hello

my name is

e2b9c¢7c0-f4c4-4cda- |
8632-2eb17a1c7f40

o 1) Use the Non-
rd-~ Production Client
\f’ l“ IDin the Sandbox

* Incoming HL7 over HTTP

|
. ' Application Name
 Some Outgoing APIs | S
i Client ID Non-Production Client ID
\ | 10598aa8-d0dc-4abf-9dc0-a3122608d591 308ee79e-4166-4360-a1b0-bfdb2df9b441

" Register a Client Record |



App Templates

'O_P#E,:_N FHIR APl Specifications [QiIbWNJd8 Documentation »  Jump To s~

|l am a...

Health System Connecting with an Epic Payer

Example: I'm a health system sending CRD. DTR, and PAS requests to a payer that runs on Epic.

Copy Template App —

One click creates a copy of this app with the context, use case, and all scopes below already selected.

Application Name

COPY OF App Template - Prior Auth | Health System Connecting with an Epic Payer

Application Audience

O Patients O Clinicians or Administrative Users

Use Case

O General O CMS Provider Access API O CMS Payer-to-Payer API ® CMS Prior Auth

Select this option if your application will be used to conduct Prior Authorization (CRD/DTR/PAS) with an Epic organization using the FHIR APIs
found in the CMS-0057 Prior Authorization Playbock on open.epic.

Public Documentation URL

http:/f  ~ | www.example.com

Incoming APls @
Search available service list

Available €

Appointment.Read (Prior Auth) (R4)
Appointment.Search (Prior Auth) (R4)
Coverage.Read (Patient Insurance Information)
(R4}

Coverage.Search (Patient Insurance Information)
(R4}

Encounter.Read (Patient Chart) (R4)
Location.Read {Organizational Directory) (R4)
Location.Search (Organizational Directory) (R4)
MedicationRequest.Read (Prior Auth) (R4}

Outgoing APls @

Search available Qutgoing APIs

Available €

DTR Outgoing Questionnaire.Slog-questionnaire-
errors

DTR Qutgoing Questionnaire.Snext-question

DTR Qutgaing Questionnaire.Squestionnaire-
package

DTR Outgoing ValueSet.$expand

PAS Qutgoing Claim.Singuire

PAS Outgoing Claim.Ssubmit

PAS Qutgoing Parameters.$submit-attachment

® Backend Systems

Selected

Ssubmit-attachment (Prior Auth) (R4) a
Claim.$inquire (Prior Auth) (R4)

Claim.$submit (Prior Auth) (R4)

Coverage Requirements Discovery (R4)

Coverage Requirements Discovery Endpoint

Discovery (R4)

Questionnaire.$log-guestionnaire-errors (R4)
Questionnaire.$next-question (R4)
Questionnaire.$questionnaire-package (R4)
ValueSet.$expand (DTR Payer Guidelines) (R4) v

=

<

Selected

CRD Context Resource

CRD Prefetch Resource

CRD System Action

PAS Claim Response Submit

PAS Outgoing Binary Fetch

PAS Outgoing Claim Response Notification

Register a Client Record
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What's in a Spec?

Observation . Read (Vital Signs) (R4)

"Resource” “Action” “*Subresource” “Version”

| TR

= Develop & Test
h.-—




Specifications
|

Observation.Read (Vital Signs) (R4) uscoi @

General Information

&
HTTP Method: GET

URL Template: api/FHIR/R4/Cbservation/{I D}

Supported QAuth 2.0 User Types: @ Backend Systems and Mon-OAuth 2.0, Clinicians or Administrative

Users, Patients

Description

The FHIR Observation resource defines measurements and assertions about a patient, including vital
signs, laboratory data, imaging results, devices measurements, clinical assessment tools, personal
characteristics, social history, and core characteristics.

The following types of vital information and corresponding LOINC codes are supported by default. How
specific types of data translate from within the Epic system to FHIR might vary depending on
organizational configuration:

¢ 2708-6 Oxygen saturation in arterial blood

e 2710-2 Oxygen saturation in capillary blood by oximetry

* 29463-7 Body weight

e 3141-9 Body weight measured

e 3150-0 Inhaled oxygen concentration

* 3151-8 Inhaled oxygen flow rate

* 59408-5 Oxygen saturation in arterial blood by pulse oximetry (SpO2)
¢ 5287-5 Head occipital-frontal circumference by tape measure

8302-2 Body height

Develop & Test




MNative Request Elements

MName
category (String)

code (String)

date (String)

patient (String)

subject (string)

Specifications

i

Is Array
false

Is Optional
conditional €

Description
Use "vital-signs" to search for vitals observations.
LOINC code, CADSR code, flowsheet ID, or encoded

flowsheet |D. Either this element or category must be
provided.

The code element value varies depending upon what is
passed (for example, a flowsheet ID vs. a LOINC code). If
using a flowsheet 1D, the system value is different between

conditional € false

Epic organizations, and it is also different between .

o - - T Y.
production and non-production environments for the same TR
organization. .__":;: “ﬁ_
The date range for when the observation was taken. 2 e ﬁ-ﬁ

For growth chart data (Epic version August 2021 and later), Mgt A %
only the most recent observation within the timeframe is Ry o
returned.

Reference to a patient resource the observation is about.
Either this element or subject must be provided. If both are
provided, they must match.

Reference to a patient resource the observation is about.
Either this element or patient must be provided. If both are
provided, they must match.

conditional €

conditional €




Specifications
"

Observation.Read (Vital Signs) (R4) uscoi @

General Information

a
HTTP Method: GET

URL Template: api/FHIR/R4/Observation/{| 0}

Supported OAuth 2.0 User Types: @ Backend Systems and Non-OAuth 2.0, Clinicians or Administrative

Users, Patients

Description

The FHIR Observation resource defines measurements and assertions about a patient, including vital
signs, laboratory data, imaging results, devices measurements, clinical assessment tools, personal
characteristics, social history, and core characteristics.

The following types of vital information and corresponding LOINC codes are supported by default. How
specific types of data translate from within the Epic system to FHIR might vary depending on
organizational configuration:

e 2708-6 Oxygen saturation in arterial blood

e 2710-2 Oxygen saturation in capillary blood by oximetry

e 29463-7 Body weight

e 3141-9 Body weight measured

* 3150-0 Inhaled oxygen concentration

¢ 3151-8 Inhaled oxygen flow rate

¢ 59408-5 Oxygen saturation in arterial blood by pulse oximetry (Sp0O2)
e §5287-5 Head occipital-frontal circumference by tape measure

8302-2 Body height

Develop & Test




Building FHIR API Calls & Try-It Cases

Observation.Read (Vital Signs) (R4) wuscoi @

Http Method
GET

URL Template
https://thir.epic.com/interconnect-thir-cauth/api/FHIR/R4/Observation/{ID}

Request Parameters

D

+ Raw Request

Response

resourceType
id
status
4 category
4 coding
system
code
display
text
4 code
4 coding
system
code
display
system
code
display

cwstam

envjcVAhuFtXhXMNFlg1Dr-2-8diVicq3BOMcZ pbjYOCTIAN1 pPzKOv1075T4AXMHL.E3

Observation
envjcVAhuFtXhXNFIg1Dr-2-8diveg3BOMcZpbjYOCTJA) 1pPzKOv1 07 STAXMHL.83
final

http://terminoclogy.hl7.org/CodeSystem/cbservation-category
vital-signs
Vital Signs

Vital Signs

um:oid:1.2.840.114350.1.13.0.1.7.2.707679

5

BEP
http://open.epic.com/FHIR/StructureDefinition/observation-flowsheet-id
tBdMYepLeo]PGEOXT U900

BP

nrmenid:1 2 247 537 A QR

»

Try It Out!

g
( Develop & Test




Supported Workflows | @

SMART on FHIR, EHIRcast, Nz

Testing with the Hyperdrive Client Test Harness

Subspace, XML File Drop,
HTTP GET, and SAML

Speech Recognition for
Embedded Apps

Scan Acquisition, Viewing,
and Signature Deficiencies

E-Signature
Desktop and Kiosk
Generic Authentication

Electronic Payment
Integration

Integration Setup

Integration Status: ON

Tumn Test Integration OFF

&~ |~ | Patient Chart

Patient Chart

Trigger OpenPatient

s St . s 3

=

Patient Information

Patient Name: DOE,JANE
Patient Id: 20531

Integration Type

| XMLFieDrop |  Hitp GET SMARTonFHIR SAML

1 | SMART on FHIR Settings

(W urRL

Client ID

Launch Type

Launch Context

| https:/idev-fhiruser.epic.com/aoprd-provider/launch

| 23073934-68c1-4ca7-9b59-3d8b934 1871

External Browser

T

Floating Chromium Window Floating Window, Closes on Switch
Sidebar
Key Value
epicUserld %EPICUSERID%
rgld 12345
patientld WEPTID;;;;; 14%
| |

Clear Integration
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Collaboration & Project Planning

Install Tips

* Involve customer operations and IT teams early in the project
« Customer staff can contact their Epic representatives for expert help

« Each customer has their own instance of Epic
 Expect variation in mappable data elements, workflows, patient identity, etc.

« Reference our technology-specific app implementation briefs
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Collaboration & Project Plannmg
» Reference our technology-specific app implementation briefs |

HA et T

k& https://fhirepic.com/Documentation?docld=implementing

Implementing a SMART on FHIR EHR or Standalone Launch ¢

Many apps launch from a user workflow in Hyperspace to an external web application and use a single-sign-on workflow through SMART on FHIR to log the user in to the external
page. SMART on FHIR is the recommended practice for app integrations that launch from Epic. For more information on building with this technology, see our SMART on FHIR
launch simulator, and our Hyperdrive Test Harness for testing out your integration using self-service tools.

SMART on FHIR is unigue in its support of standalone launch. During a standzlene launch, an app can redirect the Epic user to an Epic login page. By authenticating, the user
authorizes the app to access information from Epic. You will need to verify that your app has the correct user type set and understand which login credentials can be used in each
case. This is the related to the "Whao will primarily be using this app?” question. If you have selected:

* Patients: Users must use their MyChart login credentials to authenticate,
* Clinicians or Administrative Users: Users must use their EMP login credentials to authenticate.

As you develop your SMART on FHIR integration, consider how to make your app’s integration as performant as possible by limiting FHIR API calls or performing them
asynchronously from the web page load. Users want to interact with your app right away, not wait for it to load.

Information to send to the Customer &

When you've tested it out and are ready to implement your SMART on FHIR app with a customer, the customer will need just a couple of pieces of technical infermation to
configure the SMART on FHIR launch in Epic. This is the same information you would have used yourself in the SMART on FHIR simulator:

1. Client IDs — the organization will follow the App Request process to download your client ID to prepare for your install. For an EHR launch, they will use either the non-
production or production client |D in their SMART on FHIR launch configuration, depending on the environment.

2. Launch URL - For an EHR launch, the organization's application build team will need the launch URL for the initial landing page that kicks off your SMART on FHIR launch’s
OAuth 2.0 handshake.

3. Tokens in OAuth 2.0 Context — for an EHR launch, the organization’s application build team will nead the list of context tokens that your app needs at the point of launch.

These will be in the form of Key=Value pairs. Refer to Token Library for a list of possible tokens. It can be easiest to send your customers a table with the values you need.
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Get Your App to Orgamzatu; 'ijm,u =11}

;_ Mgz“'& lzatlons automatically

= | Your app qualifies if it:

V' Is patient-facing and read-only
v Uses only USCDI FHIR APIs

v Doesn’t use refresh tokens, or you upload a client Automatically distributed

secret for each organization Your client ID reaches eligible Epic
) organizations without each one having to
v Is marked ready for production request it.

Need to write data or use other APIs? Each
organization reviews your app individually.

4
Full criteria: fhir.epic.com — Documentation — Patient-Facing Apps — Automatic Client Record Distribution Dep|0y & Collaborate



Today @ 10:30

OEC19 Navigating App Governance OECO05 Configure This Out Together

Get a health system’s perspective on what Get an overview of Epic resources and key

we look for when evaluating applications information you can provide to help health
for deployment. Learn how you can have systems go live with third-party

the right information ready to support an integrations faster, while minimizing usage
efficient implementation of your product as of IT resources.

well as how to prepare for your long-term

relationship with a health system for future
product support.

ST SN 50 i G O
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OEC20 20 Panel: Building Productive
Relationships for Successful

Implementations
Hear directly from leading industry vendors
how they turn customer feedback into

stronger products, successfully connect
their apps at Epic customers, and navigate
implementations. This session brings
together perspectives from across the
vendor community on what it takes to
deliver strong outcomes for customers.
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& https://showroom.epic.com

Epic EpicShare

»¢ SHOWROOM

The Connection Hub -
provides visibility for
apps & connections

Category Area
[ Access & Revenue Cycle
O Acute & Inpatient Care
O Advancing Medicine
O Analytics, Insights, & Discovery

O Clinical Decision Support

Categories

Alert Manager (6)
Ambient Voice Recognition (42)

Ambient Voice Recognition: Diagnosis-

Supply Shop v

19 Epic Research

With the Patient at the Heart v

Cosm®s

Products

Contact Vendor Relations <]

MyChart

Products & Services v

[OPEN| US&rWeb

For vendors, request a listing for your product.

Find ways to connect your product with open.epic.com.

Sort: Category (AZ) v

<% adonis

ACCESS & REVENUE
CYCLE

Adonis Revenue Cycle
Intelligence &

Automation
by Adonis Technology, Inc

Search By

Blueprint Categories

ARC

ACCESS & REVENUE
CYCLE

ARC
by Boston Medical Data LLC

ACCESS & REVENUE
CYCLE

Background Processor
- Movi Medical

Transport Platform
by Movi Healthcare

-~
M siiowroom

Cornerstone Partners

I
5}
— " Showroom Listing

Customers & Vendors

Login

Coll~-212

1,200+ apps

Listed on Showroom
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=" Showroom Listing

Connection Hub

Showroom listing designation for live apps
Requires >1 live Epic connection

$500 per app/year

Provide your own app details and screenshots

Purpose: gives customers a place to find solutions




Connection Hub Listing Tips

Highlight outcomes & benefits

(avoid unsupported superlatives)

Add images

Keep an accurate list of APIs used
(work with your tech team)

5}
“Showroom Listing




Today @ 10:30

OECO03 Showing Up in Showroom

This session takes you through an entire
app connectivity process, from idea
through listing in the Epic Showroom. Learn

what support Epic can provide with public
& private APl options, new public

resources, and program paths for both new
and mature vendor organizations.

OECO09 Spreading the Word: Tips & .

Tools for Marketing

You've connected your app to Epic. Now it's
time to share that news with the world. This
session includes helpful how-to's on talking
about your Epic connection, and introduces
you to Showroom.




Recap

Data Sharing Philosophy and Design

Overview of supported standards, our websites, and architecting your data exchange

02 Register a Client Record
Obtain client IDs for implementation of OAuth 2.0

03 Develop and Test

Simulate app launches and connectivity by connecting to our FHIR developer sandbox

04 Customer Implementation and Going Live

Strategize your install project and Go Live with Epic customers

05 Request Showroom Listing

Market your live product in Connection Hub




Recap

Let's Get Started

@ Step-by-Step G._.:'. Data Sharing __'m API and Interface Need Guidance
é Developer Guide ’ Playbooks [-:.]. '_—;?@ Specifications |




© 2026 Epic Systems Corporation. All rights reserved. PROPRIETARY INFORMATION - This item and its
contents may not be accessed, used, modified, reproduced, performed, displayed, distributed or
disclosed unless and only to the extent expressly authorized by an agreement with Epic. This item is a
Commercial Item, as that term is defined at 48 C.F.R. Sec. 2.101. It contains trade secrets and
commercial information that are confidential, privileged, and exempt from disclosure under the
Freedom of Information Act and prohibited from disclosure under the Trade Secrets Act. After Visit
Summary, ASAP, Aura, Beacon, Beaker, Beans, BedTime, Best Care Choices for My Patient, Bones, Break-
the-Glass, Bugsy, Caboodle, Cadence, Canto, Care Everywhere, Charge Router, Cheers, Chronicles,
Clarity, Cogito ergo sum, Cohort, Comfort, Community Connect, Compass Rose, Cosmos, Cosnome,
Cupid, Discovery, Epic, EpicCare, EpicCare Link, Epicenter, EpicShare, EpicWeb, Epic Earth, Epic Nexus,
Epic Research, Epic Showroom, Garden Plot, Grand Central, Haiku, Happy Together, Healthy Planet,
Hello World, Hey Epic!, Hyperdrive, Hyperspace, Kaleidoscope, Kit, Limerick, Lucy, Lumens, MyChart,
Nebula, OpTime, Phoenix, Powered by Epic, Prelude, Radar, Radiant, Resolute, Revenue Guardian, Rover,
Share Everywhere, SmartForms, Sonnet, Stork, System Pulse, Tapestry, Trove, Welcome, Willow, Wisdom,
With the Patient at Heart, and WorldWise are registered trademarks, trademarks, or service marks of
Epic Systems Corporation in the United States of America and/or other countries. Other company,
product, and service names referenced herein may be trademarks or service marks of their respective
owners. Patents Notice: www.epic.com/patents.
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