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Learning Objectives

L’ Understand the importance of data exchange design

2_] Apply core design concepts to your apps

3. | Discover available design and implementation resources on open.epic
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Shared Goals

;7’ » Solve healthcare problems that require data exchange

* Generate positive outcomes for patients and those who serve
them
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Measure Twice High Stakes ,: You Benefit

Data Exchange design is Exchanging data between two : And Happier Customers!
foundational. complex healthcare systems '
increases the stakes.
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Data Exchange:
Core Concepts
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Design Overview

Epic supports a wide variety of data exchange technologies. This guide provides an overview of design considerations and the different ways to plan your connection to
organizations using Epic.

Discover Recommended Connection Practices

Before designing your connection to Epic from scratch, explore our Playbooks — proven data-sharing approaches built through collaboration between Epic staff and customers for
common use cases. Each Playbook highlights supported standards, key design considerations, and real-world tips to help you get started. Building on open standards and

community experience, these recommended practices help you ship safer, more reliable connections faster, so you can focus on delivering value to patients and providers instead
of reinventing common connection logic.

For example, over 500 patient-authorized health apps have connected to the Epic community in 2025. Our Patient-Facing Consumer Health Apps Playbook highlights how apps can
use OAuth2.0 and modern FHIR APIs to help individuals access their health information. As networks have evolved, we've updated our recommended practice to include TEFCA
Individual Access Services (IAS), a national framework for secure, patient-authorized data exchange. TEFCA IAS can expand your app's reach, enabling individuals to retrieve
records from multiple systems (including beyond Epic) through a single, trusted connection. It's a major step toward a more connected and patient-driven healthcare ecosystem.

Playbooks give you a clear starting point where a path is already proven. When you're charting new territory, keep reading to design your connection.

What Should | Consider When Designing My Data Exchange?

Due to the vast breadth of standards and types of APIs and interfaces a developer may wish to use, there are many factors to consider when determining the best way for you to
exchange data with Epic. The sections below cover the most common considerations when designing a connection, while the Case Studies section toward the end of this document
provides examples for applying these considerations to some sample scenarios.
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TYPES OF DATA DIRECTION OF DATA WORKFLOWS USING DATA EXCHANGE SECURITY
EXCHANGED EXCHANGE DATA EXCHANGE METHOD MECHANISMS

PUSHED PUSHED
INTO EPIC OUT OF EPIC

PULLED INTO PULLED OUT
EPIC OF EPIC



https://open.epic.com/DesignOverview

Initial Workflow

* Mission statement ->
Workflow diagram

 Technology follows the use case,
not the other way around




Types of Data Exchanged

WHAT data do you need?

* Core data types

* Level of detail within those types
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Direction of Data Exchange

WHERE does it come from?

 Pushed into / out of Epic
* Pulled into / out of Epic
* Maintaining the source of truth

» Strong patient matching




Workflows Using Data Exchange

WHEN do you need it?

* When your app is launched
* When a specific event happens

* On a schedule

» Ad-hoc backfill




HL7

HL7 Interfaces

RESTful FHIR

HL7 CDA

SMART Apps

CDS Hooks

FHIRCast

Bulk FHIR
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Data Exchange Method

HOW will you get it?
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Data Exchange Method

HOW will you get it?

Recency Volume Direction Standards Trigger

HL7 HL7 Interfaces Real-time High Push v Event-driven
//A RESTful FHIR Real-time Low Push/Pull v On-demand
i] HL7 CDA Varies Medium Push/Pull v Varies
é,v\L_ SMART Apps Real-time Low Bidirectional v On-demand
_—

D CDS Hooks Real-time Low Bidirectional v Event-driven
(AA FHIRCast Real-time Low Bidirectional v Contextual
h

mm Bulk FHIR Delayed Moderate Pull v Batch
& Reporting Tools Delayed High Push/Pull X Batch
a Other Web Services Real-time Low Varies X Varies




Data Exchange Method

HOW will you get it?

Recency Volume Direction Standards Trigger

HL7 HL7 Interfaces Real-time High Push v Event-driven
//A RESTful FHIR Real-time Low Push/Pull v On-demand
i] HL7 CDA Varies Medium Push/Pull v Varies
é,v\L_ SMART Apps Real-time Low Bidirectional v On-demand
_—

D CDS Hooks Real-time Low Bidirectional v Event-driven
(AA FHIRCast Real-time Low Bidirectional v Contextual
h

mm Bulk FHIR Delayed Moderate Pull v Batch
& Reporting Tools Delayed High Push/Pull X Batch
a Other Web Services Real-time Low Varies X Varies




Data Exchange Method

HOW will you get it? @ |

v
Recency Volume Direction OEC14 - SPEEd, safety,
and Standards
HL7 HL7 Interfaces Real-time High Push
1:30 — 2:10 PM Today
//A RESTful FHIR Real-time Low Push/Pull in Roll
i] HL7 CDA Varies Medium Push/Pull /
é,v‘L_ SMART Apps Real-time Low Bidirectional v On-demand
—
D CDS Hooks Real-time Low Bidirectional v Event-driven
(/A FHIRCast Real-time Low Bidirectional v Contextual
o
mm Bulk FHIR Delayed Moderate Pull v Batch
X0 Reporting Tools Delayed High Push/Pull X Batch

a Other Web Services Real-time Low Varies X Varies



Authentication Mechanism

* OAuth 2.0 / SMART on FHIR

« Recommended in most cases

* Direct socket (MLLP)

* Other historic mechanisms

« SAML, Basic Auth




Authentication Mechanism

© < OAuth 2.0 / SMART on FHIR Q- |
OEC11 - OAuth 2.0 in
, Healthcare
* Recommended in most cases ST Y ok
in Elvis

* Direct socket (MLLP)

* Other historic mechanisms

« SAML, Basic Auth







What Is a Playbook?

Common integration patterns, documented

Data Sharing Playbooks

Data Sharing Playbooks offer practical recommendations for connecting with Epic community members. Each playbook highlights proven approaches to common
data sharing use cases, whether supporting patient-directed access, enabling providers to deliver whole-person care, or improving operations. By leveraging
open standards, these playbooks help innovators accelerate safe, reliable connections.
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n .
Patient Access % Workflows

Operational

All Playbooks Efficiency

Alert Managers

Alert Managers ingest alerts from a variety of devices, such as inpatient vitals monitors, and determine who should get notified for each alert via
Epic's Alert Communicator.



Pre-2024

Pockets of expertise

Occasional specialized
tutorials & guidance
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Pre-2024

Pockets of expertise

Occasional specialized
tutorials & guidance
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Pre-2024 2025

Pockets of expertise Playbooks debut at

Occasional specialized Open@Epic 2025

tutorials & guidance
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Pre-2024 2025

Pockets of expertise Playbooks debut at

Occasional specialized Open@Epic 2025

tutorials & guidance

O O O O O >
2024 Since 2025
Toolbox program Creating playbooks
launches alongside new Toolbox
“Blueprints” for each @ CaregonIes;
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Pre-2024 2025 2026
Pockets of expertise Playbooks debut at 50+ playbooks
Occasional specialized Open@Epic 0o Staff Duress
tutorials & guidance Image Exchange etc.
O O O O O >
2024 Since 2025
Toolbox program Creating playbooks
launches alongside new Toolbox
“Blueprints” for each @ categories.
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Playbook Case Studies
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Alert Managers

(Bespoke Standard)

Remote Patient Monitoring with Devices
(Multiple Options)

Patient Rostering
(Open-Ended)

Operational
Efficiency







What are Alert Managers?

— i — B —

Alert Reporter Alert Manager Alert Communicator End User Device
Monitor, Nurse Call, etc. 510(k) Medical Device Epic Running an Epic Client
Initiates alarm state Determines who gets notified  Sends feedback to manager End user acts on alert

Handles escalation path




Situation
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Data Sharing at Scale
e 9.63 billion (= 660 billion

annual patient records exchanged. 54% with non-Epic organizations annual interface transactions with standards-based interfaces

@ 342 billion o 3,173

annual web service transactions using Epic's publicly available APIs live apps using open.epic web services

Let's Get Started

’ 4 Step-by-Step Developer Guide ” Data Sharing Playbooks
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Alert Managers

Alert Managers ingest alerts from a variety of devices, such as inpatient vitals monitors, and determine who should get notified for each alert via

Epic's Alert Communicator.



Alert Manager
Playbook

 |HE Profile: Use Case Specific
Standard

« Outgoing ADT: Best Practice
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Alert Manager Playbook

Alert Communicator is included in EpicCare Inpatient and requires a third-party Alert Manager. Alert Managers ingest alerts from a variety of devices, such as inpatient vitals monitors, and determine who should get notified
for each alert. They then send Epic’s Alert Communicator a standardized PCD-06 message including the alert recipient and the relevant alert details. We then display it to the appropriate users as a toast notification in
Hyperspace or a push notification in Haiku, Canto, and Rover. They also handle escalation in scenarios where the original recipient does not respond in an appropriate amount of time,

IHE ACM PCD Profile

Epic supports the IHE ACM PCD profile for receiving device-initiated alerts. This standard helps facilitate communication of alarm information to caregivers. To connect with Epic’s Alert Communicator, the alert manager
should be approved by the FDA via the 510(k) procass for reviewing medical devices and we recommend implementing the following fields as specified in version 1.3 (or newer) of the IHE ACM profile:

Field Used for...

IHEPCDACMParticipants discrete patient mapping

IHEPCDACMLocations discrete patient mapping

IHEPCDACMObservation alertTimestamp

discrete patient mapping

- IHEPCDACMObservation eventldentification alert subtyping/display

sending discrete follow up actions for the user to take on an alert

Wetp-ChoicePair

Wetp-Recipient specifying the recipient of the alert

Wetp-MessageControl deliveryPriority alert notification pricrity mapping

Embedded IHEPCDO4 HL7 Messages

displaying inline waveform information

Qutgoing HL7v2 ADT

It is recommended to have an Outgoing ADT (Patient Administration) interface in scope so that the alert manager system can receive pertinent patient information such as demographics, location, and treatment team to

inform alarm routing.

Get Started

These connection practices have enabled many successful connections across our community. As every product has unique goals, we encourage you to review this approach with your customers to confirm the best fit.
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2. Remote Patient Monitoring



;e FHIR and/or HL7v2

On m3

Not just RPM High Stakes Details, Details

This fork shows up in many Healthcare is complex. Low-level technology details

Exchanging data between two

technology implementations. can make one preferred over

complex healthcare systems the other in certain workflows.

Recognize it early and design

around it instead of increases the stakes.

discovering it late.
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; .__..\_Remote Patient Monitoring with Devices

For RPM software vendors & device manufacturers

 Monitor chronic conditions from home

 Device data written to the patient’s chart

 Provider reviews data in Epic & escalates as needed
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Orders & Demographics
HL7v2 — Outgoing Ancillary Orders




Updated Demographics
FHIR Patient.Search / $match




Patient-Generated Data
22
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How does the patient enter their readings?

Direct from the device?
HL7v2 Incoming Flowsheet Interface

From a patient UI?
FHIR Observation.Create (Vital Signs)




Patient-Generated Data

UI? FHIR Observation.Create
\ No UI? HL7v2 Incoming Flowsheets

BLOOD PRESSURE
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NJ 115/78
135/85

118/76




Enroliment Status
FHIR EpisodeOfCare
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Success!

* The same considerations apply to plenty
of other integrations

 Event-based vs query-based

* Ul-based or system-to-system







What is Patient Rostering?

V * Need to retrieve data from a roster of patients in Epic

* Broad range of use cases




Patient

Rostering
Playbook

 No one-size fits all

* List of possible solutions
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Building a Patient Roster

Patient Rostering describes a broad range of use cases that typically start with trying to establish a roster of patients from Epic that are applicable to your product. This article describes a few commaon ways you might be able
to accomplish this. There may be other niche APls or technologies that were designed for specific use cases. We recommend being both flexible and specific with your roster definition. This will allow healthcare organizations
the best chance of meeting your requirements and open the possibility of using those maore niche options.

Event Based Interfaces

HL7v2 and other standards-based interfaces are a tried-and-true method to push information based on an event in Epic in real time. The simplest example is an Outgoing Patient Administration (ADT) Interface which can
push a message for admissions, discharges, and other encounter or patient events. Organizations using Epic commonly have middleware which can filter messages for you. For example — you might want to roster all patients
that are being seen in a particular department. Make sure you are clear with customers in your filtering requirements to reduce the amount of noise you receive.

In addition to the Outgeing Patient Administration (ADT) Interface, other events can also be leveraged to fill your roster. Examples include Cutgoing Appointment Scheduling, Outgoing Imaging Orders, OQutgeing Ancillary
Orders, Outgoing Case Scheduling, and many more,

Bulk FHIR

Before Bulk FHIR can be used, a patient roster must be defined within Epic. The roster within Epic is defined by a set of logical rules that determines if the patient meets those requirements. A common example is all patients
with a certain diagnosis. If all you need is basic patient demegraphic information, you can simply leverage Patient.Search (R4) to construct the Bulk FHIR payload return with only the Patient resource for every individual in the
roster. You can then follow up with RESTful FHIR calls — or use Bulk FHIR itself to retrieve the corresponding FHIR resources for each patient.

See our Bulk FHIR Tutorial for more information on using Bulk FHIR and best practice recommendations for being a good steward of system performance. For example, Bulk FHIR would not be a good option for large patient
rosters, or if you require up to the minute real time data. Bulk FHIR could be a good option if you infrequently need to update your roster for a small number of patients. We also strongly recommend leveraging _typeFilter to
improve system performance.

Extracts

Epic has always provided a myriad of reporting tools that can often double as a way to extract information for third party integrations. This can be a good option if you can define your patient roster in a way that can be
translated into an Epic report. Depending on the extraction tool used, these reports can be run anywhere from daily to as frequently as a couple times an hour. Simplifying your requirements could lead to performance gains
and the ability to increase extraction frequency. Customer staff business intelligence developers to create ad hoc queries to meet your needs and deliver them to you. Project priority and timelines for these requests vary
greatly across customers. Alternatively, you can choose to take on the report complexity and license Kit or Clarity through Vendor Services.

FHIR List.Search API

The List.Search (Patient List) (R4) FHIR APl can retrieve predefined patient lists from Epic. The two types of Patient Lists in Epic are System Lists and My Lists, both of which are created and maintained by customer staff.

System Lists are commonly used to populate a list of patients who are admitted to or recently discharged from a specific department. My Lists are commeonly used by end users to quickly see a list of patients that they are
caring for.




Rostering Technologies

Technology Exchange Method Types of Data Standards Based?

Event Based TCP/IP or HTTPS Real Time Patient, Clinical,

Interfaces Billing,
Operational

Bulk FHIR

Extracts

FHIR List.Search




Rostering Technologies

Technology Exchange Method Types of Data Standards Based?

Event Based TCP/IP or HTTPS Real Time Patient, Clinical,
Interfaces Billing, Operational
Bulk FHIR HTTPS Real Time to Patient, Clinical, Yes

~Minutes/Hours Limited Billing
/Operational

Extracts

4o

OEC17 - Bulk FHIR:
Lessons Learned
2:30 - 3:10 PM Today

in Elvis

FHIR List.Search
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Technology Exchange Method | Data Latency Type OEC22 - Bulking Up
Your Data Extracts for

Event Based TCP/IP or HTTPS Real Time Patier Populations and
Interfaces Billing¢ Amnalytics
3:30 - 4:10 PM Today
Bulk FHIR HTTPS Real Time to Patier "R/ /
~Minutes/Hours Limited
Billing/Operational
Extracts SFTP and/or VPN ~Minutes to Patient, Clinical, No
~Daily Billing,

Operational
FHIR List.Search




Rostering Technologies

Technology Exchange Method Types of Data Standards Based?

Event Based TCP/IP or HTTPS Real Time Patient, Clinical,
Interfaces Billing, Operational
Bulk FHIR HTTPS Real Time to Patient, Clinical, Yes
~Minutes/Hours Limited
Billing/Operational
Extracts SFTP and/or VPN ~Minutes to ~Daily Patient, Clinical,

Billing, Operational

FHIR List.Search HTTPS Real Time to Patient
~Minutes
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OECO5 - Configure This
Out Together

3:30 - 4:10 PM Today
in The Beatles

Implementation Time

Setting expectations with customers
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Collaborate with Epic Community Members

Epic on FHIR

Collaborate with Epic Community
Members

Strategies to Effectively Collaborate with Epic Community Members

Healthcare software implementations are large, complex projects. Healthcare organizations demand robust software solutions that can integrate seamlessly with their existing operations and T infrastructure.

Even across organizations on the same version of Epic, the exact requirements demanded by operations across the two sites may differ significantly, so project scoping is an integral part of any new implementation.

In addition to demanding usability requirements, you also must keep data protection and security at the forefront of your product development due to working with sensitive patient health information.

This document provides guidance on how to prepare for and collaborate with all stakeholders at your prospective Epic Community Member. There are three main groups you'll work with during these projects:

‘1. Operations: The stakeholders who directly represent end users. Often department leads, super users, and clinical representatives like physician/nurse champions.
2. IT: Primary technical support for Epic end users. This is commonly Epic certified analysts who work directly for the organization.
3. Epic Support: Epic Technical and Implementation Services staff from Epic who support the IT staff from the organization.

Understanding Epic Community Members

Qur organizations have a deep partnership between operations, [T, and their Epic support. They take ownership of their Epic software deployment, and IT collaborates with operations on project intake, prioritization, and
implementation timelines to configure the organization's Epic instance to meet users’ needs. No project can be successfully implemented without buy-in and approvals from both groups.

It's important to understand that Epic customers are not all cloud-hosted on one single database or version. Even customers who are hosted by Epic are each on their own independent instance. This means organizations do
not all upgrade at the same time. When you see an Epic version labeled by a Month + Year (e.g.. August 2025), that indicates Epic's release date for that version, not when every customer will be running it. In practice,

customers set their own production upgrade timelines, often 3 to 12 months (sometimes more) after Epic's release date.

The organization’s IT team has dedicated staff to support each Epic application and all infrastructure that goes into the deployment. Each of those staff has dedicated Epic Technical Services (TS) Support who can provide

advanced assistance if needed.

Any new healthcare software product that invelves Epic will need to involve representatives from potentially multiple areas across IT and operations. Their involvement is critical to successfully implementing changes to end

user workflows, especially those involving integrations between Epic and your software.

From Concept to First Customer

Operations will know how they use Epic today and will be a key voice in many workflow design decisions. Effective engagement with operations is predicated on understanding the day-to-day functions and workflows of

staff. You should focus on how your software will streamline these workflows, reduce administrative burden, or enhance the delivery of care. For example, where do they want to display your information in Epic? Or when will
the information they already document in Epic flow over to you? It's important to keep in mind that some of these decisions may be specific to this first organization. Design your integration with encugh flexibility to tackle
future integrations as well.

IT knows their Epic system, their project priorities, and how your integration may fit in. Epic has many integration points and a wide array of technologies that could be used in a new software integration, so integration
design must be a collaborative discussion. Experts from IT's integration team can help you pick the right integration technologies and overall design to meet your project goals, like FHIR or HLVv2 interfaces. If needed, they'll

also loop in their Epic support for additional help to scope out workflow and technical integration opticns.

After technology and workflow decisions are complete, your development and implementation teams should familiarize themselves with the technologies and integration points to prepare for proof of concepting. Be aware

of resources like specifications and sandbox environments on open.epic at your team's disposal. When you're ready, work with IT and operational stakeholders to set realistic proof of concepting, validation, and
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Project Planning for a New App Implementation «

The table below outlines some basic tasks your team may need to complete while installing an integration with an organization's Epic software. We encourage you to use this as a template for your own project planning
materials.

Epic on FHIR

Implementing Apps at Epic
Customers

The table does not include early steps like clinical governance approvals or site-specific user acceptance and product design, which are described in Collaborate with Epic Community Members,

The Whe Should Be Involved column includes some broader groups to help keep the table easier to read, but here are more specifics on which stakeholders are included in each of those groups:

1. Vendor Stakeholders: Froject leadership, implementation team, technical team
2. Customer Operational Stakeholders: Operational leadership, Super users, Subject matter experts

3. Customer IT Stakeholders: Point person for client ID downloads, Epic Application analyst(s) and TS (for the application(s) that owns the workflow that integrates with your app), Interface administrator and Epic EDI (if the
app requires interfaces), ECSA (Web 8! Service Servers administrator) and Epic Client Systems TS (if the app requires Incoming or Outgoing AP traffic or is embedded within Epic), ECSA (Citrix 8 Desktop administrator)
and Epic Client Systems TS (if the app is embedded in Epic). Users & security team (if the app requires backend user build or security evaluation for APl usage). Training team (for the application that owns the workflow
that integrates with the app being installed, if the app requires changes to user workflows), Epic Technical Coordinator and BFF (optional)

Task Who Should Be Involved Description

Project Prioritization
& Contracting

Operational leadership, IT leadership,
Vendor leadership

The organization has communicated interest in your app to their operational 8 IT leadership and the project is ready to begin.

Kickoff Call

Operational stakeholders, IT
stakeholders, Vendor stakeholders

Identify who should be involved, designate responsibilities, and set initial timelines for the project.

App Request

Process

Point person for client ID downloads,
Vendor administrator

To initiate the app implementation process, someone from the organization will request to download your app via the App Request Process.

User & Security
Setup

Users & security team Configure users and security as required by your integration. This requirement is integration and technology-specific. It will be fully owned by the

organization.

Interface Setup Interface administrator and Epic EDI Configure the required interfaces as needed by your app. You will need to communicate your Interface Type, triggering, and field-level message
requirements to the organization. See [nterface Setup for Apps for more information about how to app h this communication.

Interconnect Setup ECSA (Web & Service Servers
administrator) and Epic Client Systems

TS

Configure the web services server as needed by your app. They can look at your app's client ID to determine your APl requirements.

Allow Content ECSA (Citrix & Desktop administrator)

and Epic Client Systems TS

Configuration that allows your app to communicate with their Epic software from outside the organization's firewall and function appropriately. This
requirement is integration and technology-specific.

Application Build Application analyst and TS Configuration that allows your app to work well with relevant Epic application user workflows. This requirement is integration and technology-specific. See

some of the additional sections below for more information about how to approach this communication.

End-to-End Testing  Application analyst and TS, Vendor Test standard and edge case workflows to ensure your app is working as expected.


https://fhir.epic.com/Documentation?docId=implementing
https://fhir.epic.com/Documentation?docId=implementing

Implementation Tips

* Have a plan!

* Decision Paralysis and Constraints
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Takeaways

» Spend more time than you'd think in the design phase
- Start from existing Playbooks or Tutorials
» Unique products, standard integration

* Bring a plan to your customer implementations

 Reference standardized implementation documentation




We Want Your Feedback
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~ +Working in an area that isn't covered by a playbook or tutorial?

« Submit a Technology Guidance form

* Vendor Services members: reach us through Sherlock



https://open.epic.com/Contact#DataSharingGuidance

Resources Related sessions

* OEC11 - OAuth 2.0 in Healthcare
* 11:30 - 12:10 PM Today in Elvis

"+ Data Exchange Design

overview
« OEC14 - Speed, Safety, and Standards
e Plavbooks * 1:30 - 2:10 PM Today in Roll
; * OEC17 — Bulk FHIR: Lessons Learned
» Implementing Apps at Epic + 2:30 - 3:10 PM Today in Elvis
Customers « OEC22 - Bulking Up Your Data
Extracts for Populations and Analytics
e Toolbox Overview + 3:30 - 4:10 PM Today in Roll

» OECO5 — Configure This Out Toget
* 3:30 - 4:10 PM Today in The Beatles
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Wrap-Up: Putting It All Together

Form closes today at 5:00 PM
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