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The OAuth 2.0 authorization framework enables a

third-party application to obtain limited access to an

HTTP service, either on behalf of a resource owner by 0

orchestrating an approval interaction between

the resource owner and the HTTP service, or by

allowing the third-party application to obtain access on

0| its own behalf.

RFC 6749


https://datatracker.ietf.org/doc/html/rfc6749
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MyChart e

Share your data with My Health
Manager

My Health Manager will be able to access the
information you choose to share.

My Health Manager, offered by App Developer, is
not affiliated with your healthcare provider and
might not be obligated by HIPAA privacy
guidelines to protect your health information.

App Developer has not shared if it:

Sells your data.

Shares your data without your specific
permission.

Uses your data for marketing or
advertising.

Uses your data to gain insights about
your family.

Stores your health data permanently.

Learn more
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& Does let you delete all your health data about your family.
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Learn more that it has stored.

Learn more

|
® Deny access ‘ —

® Deny access l
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MyChart® licensed from Epic Systems Corporation@ 1999 - 2026 MyChart® licensed from Epic Systems Corporation® 1999 - 2026

Design Strategies to Increase | %

Patient Data Sharing
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Documentation v Jump To v

Incoming APIs @

Search available service list

Available @ Selected

AdverseEvent.Read (R4) Patient.Search (Demographics) (R4)
AdverseEvent Search (R4) Encounter.Search (Patient Chart) (R4)
Allergylntolerance.Create (Patient DocumentReference.Search (Clinical Notes)
Chart) (R4) (R4)

AllergyIntolerance.Create (R4) Binary Read (Clinical Notes) (R4)
Allergylntolerance.Create (STU3)

Allergylntolerance.Read (DSTU2)

Allergylintolerance.Read (Patient Chart)

(R4)

AllergyIntolerance.Read (R4)

Public Documentation URL

http:// v OA2inHealthcare.epic.com
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Incoming APls @
ite an-App

earch available service list
enter some baqlc in % ormat \ | oug tshe app you're creating. You'll also be able to make changes to this information later.

Endpoint URI

https:// v  OAZinHealthcare.epic.com/callback

Will this app register dynamic clients? @
UJ Can Register Dynamic Clients

Is this app a confidential client? @
(J Is Confidential Client

Save Cancel
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Authorization Request
OIDC

scope-openid fhirUser ...

fhiruser Absolute reference to the FHIR resource  The fhirUser claim will only be present if
representing the user launching the app.  app has the R4 (or greater) SMART on
See the HL7 documentation for more FHIR version selected, and requests both
details. the openid and fhirUser scopes in the

request to the authorize endpoint. See
the remark for the sub claim above for

more information about what the
resource returned in these claims
represents.

scope=openid profile ... b e et | 4
preferred username The user's LDAP/AD down-level logon This claim is supported in Epic version

name. February 2021 and later. The
preferred_username claim will be present

only if the app requests both the openid
and profile scopes in the request to the
authorize endpoint.

OpenlD Connect
(d tokens


https://fhir.epic.com/Documentation?docId=oauth2&section=Embedded-Oauth2-Launch_ID-Tokens

Authorization Reques

scope=launch/patient ...

Search for a Patient

Name/MRN Birth Date Legal Sex

AN | I - | )

Zip Code Phone #

8 &l 8
scope=Ilaunch/encounter ...

Patient Encounter Selection

Patient
Mychart, Theodore [202500]

4= Create an Encounter | ¥ Show Filters

Contact Date Contact Type Provider Department Status
05/24/2019 Patient Self-Triage Generic Physician System Default, MD EMC FAMILY MEDICINE

05/24/2019 Patient Self-Triage Generic Physician System Default, MD EMC FAMILY MEDICINE

05/24/2019 Patient Self-Triage Generic Physician System Default, MD EMC FAMILY MEDICINE

05/24/2019 Postpartum Visit Generic Physician System Default, MD EMC FAMILY MEDICINE

05/24/2019 Education Generic Physician System Default, MD EMC FAMILY MEDICINE

05/24/2019 Orders Only Physician Family Medicine, MD EMC FAMILY MEDICINE

05/21/2019 Appointment Physician Family Medicine, MD INITIAL DEPT No Show
11/08/2013 Admission Cardiologist Cupid, MD EMH CARDIAC ICU Pend Adm

11/06/2013 Office Visit Physician Family Medicine, MD EMC FAMILY MEDICINE Completed Stan da lon e apps

11/29/2012 Patient Message Physician Family Medicine, MD EMC FAMILY MEDICINE


https://hl7.org/fhir/smart-app-launch/STU2/scopes-and-launch-context.html#standalone-apps
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EHR Launch

Token Library

Health system analysts can configure an integration record to launch a URL and when doing so, they can use a library of "tokens,” which are substituted with identifiers from the user's context upon the launch of your
application. The context column notes the minimum amount of information that must be available to the app at the time of launch to ensure data is populated.

In an OAuth2 SMART on FHIR workflow, these "tokens” are sent as separate key-value pairs, PO5Ted in the same response with (but not included in) the access token. Refer to Step 5: Your Application Exchanges the
Authorization Code for an Access Token of our OAuth2 specification to see the automatically-included POSTed key-value pairs (such as patient and state), that will be extended by the inclusion of any launch “tokens” below.

Before using a launch context token, consider whether it will be more appropriate to pull this information from an API call instead. Many of the values below can be pulled from common FHIR resources like Patient,
Practitioner, Encounter, and more.

Contexts & Launch Points

Many tokens require users to be in a specific workflow or Context to function. For example, you can't launch with a patient's MRN unless the workflow has the context of a specific patient, such as the patient's chart or a
specific lab result. To help you find tokens relevant for your workflows, this document has separate sections/tables for each context.

Some tokens only work in specific Epic applications, such as our primary desktop app Hyperspace, our provider-facing mobile apps like Haiku, Canto, or Rover, or our patient-facing application, MyChart. If a token is
restricted to specific apps, they will be noted in the Launch Points column.

Any Context

The following tokens are not restricted to any specific workflow context

Token Context Launch Points Description

%CLIENTHOSTSOURCE% Any Hyperspace The host name of the frame where the application is hosted. This can be used to add X-Frame-Options to the allowlist.
YENVIRONMENTTYPE Any The name of the Epic environment from which the app is launched.

%EPICUSERFHIRID% Any Hyperspace The user's FHIR 1D in Epic. This token returns a value for all users, even without a linked provider record.
%EPICUSERID% Any Hyperspace The user's ID in Epic.

SEPICVERSIONS Any A numeric representation of the Epic version of the software from which the app is launched.

%HUBTOPIC% Any Hyperspace The URL your application’s server uses to handle FHIRcast communication workflows. See FHIRcast specs for more details.

%HUBURL% Any Hyperspace The unique topic your application’s server uses to handle FHIRcast communication workflows. See FHIRcast specs for more details.
L]

%INSTALLDIR% Any The data installation directory. Used primarily in file-based PACS integrations. ’ ke n L l b ra "y

%IPADDR% Any The IP address of the workstation.

%IPV6ADDR% Any The IPv6 address of the workstation or, if the PACS vendor doesn't support IPv6, the IPvd address.

IMIRMEDTINO, A s Tl 1T ~Af 2l mrtbhmmbimmtmed srmmr'e i e e e e e
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In an OAuth2 SMART on FHIR workflow, these "tokens” are sent as separate key-value pairs, PO5Ted in the same response with (but not included in) the access token. Refer to Step 5: Your Application Exchanges the
Authorization Code for an Access Token of our OAuth2 specification to see the automatically-included POSTed key-value pairs (such as patient and state), that will be extended by the inclusion of any launch “tokens” below.

Before using a launch context token, consider whether it will be more appropriate to pull this information from an API call instead. Many of the values below can be pulled from common FHIR resources like Patient,
Practitioner, Encounter, and more.

Contexts & Launch Points

Many tokens require users to be in a specific workflow or Context to function. For example, you can't launch with a patient's MRN unless the workflow has the context of a specific patient, such as the patient's chart or a
specific lab result. To help you find tokens relevant for your workflows, this document has separate sections/tables for each context.

Some tokens only work in specific Epic applications, such as our primary desktop app Hyperspace, our provider-facing mobile apps like Haiku, Canto, or Rover, or our patient-facing application, MyChart. If a token is
restricted to specific apps, they will be noted in the Launch Points column.

Any Context

The following tokens are not restricted to any specific workflow context

Token Context Launch Points Description

%CLIENTHOSTSOURCE% Any Hyperspace The host name of the frame where the application is hosted. This can be used to add X-Frame-Options to the allowlist.
YENVIRONMENTTYPE Any The name of the Epic environment from which the app is launched.

%EPICUSERFHIRID% Any Hyperspace The user's FHIR 1D in Epic. This token returns a value for all users, even without a linked provider record.
%EPICUSERID% Any Hyperspace The user's ID in Epic.

SEPICVERSIONS Any A numeric representation of the Epic version of the software from which the app is launched.

%HUBTOPIC% Any Hyperspace The URL your application’s server uses to handle FHIRcast communication workflows. See FHIRcast specs for more details.

%HUBURL% Any Hyperspace The unique topic your application’s server uses to handle FHIRcast communication workflows. See FHIRcast specs for more details.
L]

%INSTALLDIR% Any The data installation directory. Used primarily in file-based PACS integrations. ’ ke n L l b ra "y

%IPADDR% Any The IP address of the workstation.

%IPV6ADDR% Any The IPv6 address of the workstation or, if the PACS vendor doesn't support IPv6, the IPvd address.
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Key Takeaway:

Don’t Reinvent
the Wheel

Choosing a Library
Using a SMART App Launch Library

A SMART app launch library needs to do all of the following:

Run on your server, not the end-user's device.

e Support the EHR or standalone launch, depending on the launch type you chose above.

e Support private_key_jwt client authentication. We recommend this over client_secret_basic or
client_secret_post.

e Support retrieving extra values from the token response. Use this option if you require a launch context

beyond the standard patient and encounter identifiers.

Using an OAuth 2.0 Library o

If you cannot find a SMART app launch library, here are OAuth 2.0 library requirements:

Run on your server, not the end-user's device.

e Use an OAuth 2.0 Client Library or an OpenID Connect Relying_Party library. Client refers to your role in the
OAuth 2.0 flow, not whether you have a web server component.

e Support the authorization_code grant type.

e Support refresh_token grant type if you need >1 hour of API access.

e Support adding extra parameters to an authorize request ("aud" and "launch" parameters)

e Support private_key_jwt client authentication. We recommend this over client_secret_basic or
client_secret_post.

e Support retrieving extra values from the token response so that you can retrieve any launch context

including the standard patient and encounter identifiers.
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Key Takeaway:

Malke the
Investment

OAuth 2.0 is worth
the investment.

— Someone who has
implemented OAuth 2.0
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