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What is OAuth 2.0?

RFC 6749

“ 
“

The OAuth 2.0 authorization framework enables a 

third-party application to obtain limited access to an 

HTTP service, either on behalf of a resource owner by 

orchestrating an approval interaction between 

the resource owner and the HTTP service, or by 

allowing the third-party application to obtain access on 

its own behalf.

https://datatracker.ietf.org/doc/html/rfc6749


What is OAuth 2.0?

An extensible 

protocolA framework for 

granting access to 

data

Data access is not 

tied to user 

credentials



How Does OAuth 2.0 Avoid This?
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Grant Types Authorization 

Code

Client Credentials

Refresh Token

Implicit

Resource Owner 

Password 

Credentials



Grant Types Authorization 

Code

Client 

Credentials

Refresh TokenImplicit

Resource Owner 

Password 

Credentials

RFC 7523

JSON Web

Tokens

https://datatracker.ietf.org/doc/html/rfc7523
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Each Piece



Authorizing Patient Access

Design Strategies to Increase 

Patient Data Sharing

https://fhir.epic.com/Documentation?docId=increasingoauthsuccess


Authorizing Patient Access

Design Strategies to Increase 

Patient Data Sharing

https://fhir.epic.com/Documentation?docId=increasingoauthsuccess
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Authorizing Client Access



Authorizing Client Access

OEC19 Navigating App 
Governance A 
Provider's Perspective
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Authorization Request
Scope String

https://fhir.epic.com/interconnect-fhir-oauth/oauth2/authorize?

  client_id=e3073934-68c1-4ca7-9b59-3d8b934187f1&

  scope=launch%20openid%20fhirUser&

  ...

scope=launch%20openid%20fhirUser&



Authorization Request
OIDC

SSO
Account 

Creation

Identifying the User and On-

the-Fly Account Creation

scope=launch%20openid%20fhirUser&

  ...

openid



Authorization Request
OIDC

Identifying the User and On-

the-Fly Account Creation

&nonce=5xXdlZSeqrAB5aH6cOyPy5zs

SSO
Account 

Creation

scope=launch%20openid%20fhirUser&

  ...

openid



Authorization Request
OIDC

OpenID Connect 

id_tokens

scope=openid fhirUser …

scope=openid profile …

https://fhir.epic.com/Documentation?docId=oauth2&section=Embedded-Oauth2-Launch_ID-Tokens


Authorization Request Launch Scopes

scope=launch/patient …

scope=launch/encounter …

SMART – 

Standalone apps

https://hl7.org/fhir/smart-app-launch/STU2/scopes-and-launch-context.html#standalone-apps


Authorization Request Launch Scopes
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Authorization Request Launch Scopes

scope=launch/patient …

scope=launch/encounter …

SMART – 

Standalone apps

https://hl7.org/fhir/smart-app-launch/STU2/scopes-and-launch-context.html#standalone-apps


EHR Launch

Token Library

https://fhir.epic.com/Documentation?docId=launching&section=token_library


EHR Launch

Token Library

https://fhir.epic.com/Documentation?docId=launching&section=token_library


EHR Launch

Token Library

https://fhir.epic.com/Documentation?docId=launching&section=token_library


{

    "aud": "de5dae1a-4317-4c25-86f1-ed558e85529b",

    "exp": 1595956317,

    "iat": 1595956017,

    "iss": "https://fhir.epic.com/interconnect-fhir-    

oauth/oauth2",

    "sub": "exfo6E4EXjWsnhA1OGVElgw3“,

    "nonce": "5xXdlZSeqrAB5aH6cOyPy5zs"

}

Token Request
OIDC

Validating the 

OpenID Connect 

JSON Web Token



Security 
Deep Dive
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Localhost PKCE Dynamic Client

Public Client
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Localhost PKCE Dynamic Client

Public Client



User Level Access
Protected Resource Access

Can view 

lab results

Can document 

problems

Can view 

sensitive 

notes (e.g. 

mental health 

data)

Application User Context

https://fhir.epic.com/Documentation?docId=usercontext
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System Level Access
Protected Resource Access

Can view 

lab results?

Can document 

problems?

Can view 

sensitive 

notes?

Provisioned User



System Level Access
Protected Resource Access

Can view 

lab results?

Can document 

problems?

Can view 

sensitive 

notes?

Provisioned User



System Level Access
Protected Resource Access

Can view 

lab results?

Can document 

problems?

Can view 

sensitive 

notes?

Provisioned User



System Level Access
Protected Resource Access

Can view 

lab results?

Can document 

problems?

Can view 

sensitive 

notes?

Provisioned User



Key Strategy
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Key Strategy



Key Strategy



Static Symmetric Key

QR Code Image

Access Token with 

Client Secret

https://fhir.epic.com/Documentation?docId=oauth2&section=Standalone-Oauth2-Launch_Access-Token-Request_With-Client-Secret


Local or Global 
Distribution

Epic Client 

Registration 

Site
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Registration 

Site
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Static Keys
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Global Distribution of
Static Keys



JSON Web Key Set 
URLs (JKUs)

Hosting a JWK Set 

URL
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Global JKU



Local Keys



Local Keys



Local Keys



Seamless
Experience



Persistent Access

Refresh 

Tokens

Launch Using 

Refresh Tokens



Persistent Access

Refresh 

Tokens

Launch Using 

Refresh Tokens



Persistent Access

Dynamic Client 

Registration

Register the 

Dynamic Client
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Dynamic Client 

Registration

Register the 

Dynamic Client



Persistent Access

Dynamic Client 

Registration

Register the 

Dynamic Client



Persistent Access

Rolling 

Refresh 

Tokens
Rolling Refresh 

Persistent Access



Persistent Access

Indefinite 

Access

Indefinite 

Persistent Access



Persistent Access

Indefinite 

Access

Indefinite 

Persistent Access
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Key Takeaway:

Don’t Reinvent 
the Wheel

OAuth 2.0 Tutorial
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Framework

RFC 7591: Dynamic Client 

Registration

RFC 7523: OAuth 2.0 

JWT Profile

OpenID Connect 

Core 1.0

OAuth 2.0 Tutorial 

(Epic Authored)

SMART App Launch
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Key Takeaway:

Make the 
Investment OAuth 2.0 is worth 

the investment.

–  Someone who has 

implemented OAuth 2.0

worth



Q&A Open@Epic Wrap-Up: Putting It 

All Together – Fill out form

OEC32

Wrap-Up: Putting It All Together

Form closes today at 5:00 PM

https://forms.cloud.microsoft/Pages/ResponsePage.aspx?id=4JjV2LIvBUaFFBlntQ4r1gQlbpb_aHBKl7p1qwPHFFNUMDZOQlgwRDg0MFFXMDBaNVBXREY3SlpUUS4u
https://forms.cloud.microsoft/Pages/ResponsePage.aspx?id=4JjV2LIvBUaFFBlntQ4r1gQlbpb_aHBKl7p1qwPHFFNUMDZOQlgwRDg0MFFXMDBaNVBXREY3SlpUUS4u
https://forms.cloud.microsoft/Pages/ResponsePage.aspx?id=4JjV2LIvBUaFFBlntQ4r1gQlbpb_aHBKl7p1qwPHFFNUMDZOQlgwRDg0MFFXMDBaNVBXREY3SlpUUS4u
https://forms.cloud.microsoft/Pages/ResponsePage.aspx?id=4JjV2LIvBUaFFBlntQ4r1gQlbpb_aHBKl7p1qwPHFFNUMDZOQlgwRDg0MFFXMDBaNVBXREY3SlpUUS4u
https://forms.cloud.microsoft/Pages/ResponsePage.aspx?id=4JjV2LIvBUaFFBlntQ4r1gQlbpb_aHBKl7p1qwPHFFNUMDZOQlgwRDg0MFFXMDBaNVBXREY3SlpUUS4u
https://forms.cloud.microsoft/Pages/ResponsePage.aspx?id=4JjV2LIvBUaFFBlntQ4r1gQlbpb_aHBKl7p1qwPHFFNUMDZOQlgwRDg0MFFXMDBaNVBXREY3SlpUUS4u
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