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We aren’t your lawyers and none of this is legal advice.

You should consult your own attorneys for legal advice.




I.eamlng Objectlves

Ll Get a sense of the breadth of federal and state laws that might impact
developers of health apps. |

> | Hear about recent trends from enforcement and litigation in the data
privacy space. s

3, | Learn practical questions to ask when implementing compliance plans.
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Agenda

Consumer Data Use and Privacy Landscape
HIPAA and Data Breach

Privacy Litigation Risks and Landscape
Information Blocking

Practical Take Home




Patient Data Use and Privacy
Landscape
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=
A Who are the developer’s customers?

ﬁ“ What data is the app collecting?

PizzZn DELIVERY
App ' Where is the app conducting business?




Who's Who? The Enforcers

@ HHS Office for Civil Rights
. Enforces HIPAA and 42 CFR Part 2
Jurisdiction over Covered Entities and BAs.
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Who's Who? The Enforcers

Federal Trade Commission

% Enforces FTC Act (including section 5) and
other federal antitrust laws.




Who's Who? The Enforcers

State Attorneys General

Can enforce HIPAA & state consumer |
protection & data privacy laws.




Who's Who? The Enforcers

@ Private Plaintiffs
Can sue for statutory and actual damages

(and atty fees) under some state laws.
\ Some laws allow class actions.




Federal Enforcement Trends
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Office for Civil Rights

OCR

Focus on HIPAA patient right
of access and security risk
assessments
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Federal Enforcement Trends

Online privacy policies,
sensitive health information,
information about children

N







Large Reported Breaches

Millions of Healthcare Records Breached
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Rise in Class Actions

Almost

1500

class actions
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TCPA (Federal)

Requires consent for certain
automated texts and calls

Statutory damages of $500 or

$1500

Privacy Class Action Litigation

[ J
~ Daniel’s Law (NJ) = Biometrics (IL) ¢
[
Prohibits disclosure of home IL BIPA regulates collection and
address and phone # of law processing biometric info,

enforcement and judicial officers

requires consent for collection

$1000 for not taking down Statutory damages ($1K or $5K)

address or phone #

Data Breach -:LJTI-

Lots of legal theories: consumer
protection law, negligence,
breach of contract or fiduciary
duty, etc.

Healthcare industry is big target

Tracking/AdTech Il

Claims based on old laws
(federal and state wiretapping
laws, VPPA, state privacy laws,
etc.)

Healthcare industry is big target




Tracking/AdTech I T I | I
Technology

Claims based on old laws
(wiretapping laws, VPPA, state
privacy laws, etc.)

Healthcare industry is big target

Civil Litigation Themes

Embedded cookies
Embedded “session replay” technologies

Vendor-hosted chat bot software
(including for “aiding and abetting”)

Transmission of data in secure (e.g., PHI)
portals.

HIPAA & Cookies

OCR'’s evolving guidance




AdTech Risk Checklist

O What tracking tech is deployed and where? (public website?)
O What type of data is being collected? (PHI? identifiable?)
O Is data being shared with third parties?

O How transparent are privacy policies & consent forms?

PI1ZZA DELIVERY
ArP

O Are the right agreements in place?




2715t Century Cures Act and
Information Blocking




Information Blocking: How We Got Here

2015 2019 2021 2024

ONC report to ONC proposes Information HTI-1, 2, and 3 released.

Congress Cures Rule Blocking Rule CMS Disincentive Rule
Defines EHI, actors, and takes effect takes effect

creates exception-based

framework with 8 exceptions Updated exceptions including TEFCA

® ® ® ® ® ® ® >
2016 2020 2023 2025
Congress passes Cures Act ONC publishes Final OIG Penalty HHS priority
Authorizes HHS to define “reasonable Cures Rule Enforcement CMS RFI, ASTP
and necessary activities” and OIG P e A s L e Beglns bootcamp, OIG alert
penalties up to $1M o

For developers,
HIEs/HINs




Scenario

* Pizza App partners with hospital so patients can
order pizza from bedside and staff can order
from break room and bedside

* Pizza app wants access to patientroom
number, demographics, allergies, and staff
break room hours.

* Pizza app wants hospital IT staff to program a
pizzn DELIVERY custom interface between its app and the
nep hospital's instance of Epic. Hospital and app

agree that app will pay actual costs plus

reasonable margin




Scenario

No exception

pi1zzn DELIVERY
AnpPP

m Sequoia Project
https://sequoiaproject.org/information-sharing-virtual-toolkit/




Scenario
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Scenario

pi1zzn DELIVERY
npPpP

m Sequoia Project
https://sequoiaproject.org/information-sharing-virtual-toolkit/




Scenario
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Scenario

No exception
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Scenario

No exception
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Data Handling

Avoid using real patient data in
dev/test without approval and
encrypt at rest and in transit.

Secondary Use

De-identify PHI before reusing
data for secondary purposes
when required and as practical.

Take Home Tips

Responsibilities

Confirm if you're a Business
Associate. Look at flowdown
obligations. Be ready for audit.

Transparency

Be transparent about what you
collect, why, and who it's shared
with in your patient/consumer-
facing privacy policies.

Security By Design

Apply best consensus-based
practices like access controls,
auditing and user tracking.

Information
Sharing

Focus on requests for
standards-based access

methods rather than bespoke
requests when feasible.




© 2025 Epic Systems Corporation. All rights reserved. Subject to Terms of Use.

After Visit Summary, ASAP, Aura, Beacon, Beaker, Beans, BedTime, Best Care Choices for My Patient,
Bones, Break-the-Glass, Bugsy, Caboodle, Cadence, Canto, Care Everywhere, Charge Router, Cheers,
Chronicles, Clarity, Cogito ergo sum, Cohort, Comfort, Community Connect, Compass Rose, Cosmos,
Cosnome, Cupid, Discovery, Epic, EpicCare, EpicCare Link, Epicenter, EpicShare, EpicWeb, Epic Earth, Epic
Nexus, Epic Research, Garden Plot, Grand Central, Haiku, Happy Together, Healthy Planet, Hello World,
Hey Epic!, Hyperdrive, Hyperspace, Kaleidoscope, Kit, Limerick, Lucy, Lumens, MyChart, Nebula, OpTime,
Phoenix, Powered by Epic, Prelude, Radar, Radiant, Resolute, Revenue Guardian, Rover, Share
Everywhere, SmartForms, Sonnet, Stork, System Pulse, Tapestry, Trove, Welcome, Willow, Wisdom, With
the Patient at Heart, and WorldWise are registered trademarks, trademarks, or service marks of Epic
Systems Corporation in the United States of America and/or other countries. Other company, product,
and service names referenced herein may be trademarks or service marks of their respective owners.
Patents Notice: www.epic.com/patents.



https://open.epic.com/Home/TermsOfUse
http://www.epic.com/patents
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